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ABSTRACT 

Certificateless cryptography has attracted much attention due to its distinctive features. 

By eliminating the certification costs in traditional public key cryptography and 

addressing the private key escrow problem in identity-based cryptography, 

certificateless cryptography has become a mesmeric paradigm for developing various 

cryptographic primitives. Digital signatures with short signature length have always 

been an attractive area given their applications in handheld devices which are 

operating with limited computational power in restricted communication bandwidth. 

However, there has always been a trade-off between the shortness and efficiency of the 

signatures and their security. In 2012, Tso et al. proposed a new short certificateless 

signature scheme which claimed to be more secure than the existing signature schemes 

by being secure against the strongest type adversary in certificateless paradigm (i.e. 

super adversary). In this paper, we mount a public key replacement attack on their 

scheme and show that their scheme is insecure against a Type I strong adversary which 

is much weaker than a super adversary. 

 

Keywords: Certificateless cryptography, short signatures, super adversary, bilinear 

pairing. 

 

1. INTRODUCTION 

In traditional public key paradigms, the authenticity of the users’ 

public keys is delivered by means of signed certificates that are usually 

published in public bulletins along with users’ public keys. Though, the tasks 

of issuing and managing certificates would become quite costly when such 
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systems are deployed in a large scale. Shamir, 1985, conceptualised the idea 

of identity-based cryptography in order to eliminate the need of signed 

certificates by deriving the users’ public keys from their publicly available 

information such as their email address, ID number, etc.  A fully trusted 

authority called the Private Key Generator (PKG) would then be in place in 

order to compute the private keys of the users’ based on the same publicly 

available information.  

 

The knowledge of the PKG over the users’ private keys introduces 

the private key escrow problem and establishes a highly repudiated 

environment if the PKG cannot be completely trusted. Therefore, the use of 

identity-based systems is limited to highly-trusted settings where the PKG is 

completely trusted and accepted by all the system users for instance, in cases 

where the CEO of a company acts as the PKG and all the data being 

communicated is owned by her/him.   

 

With the aim of overcoming the flaws in the aforementioned 

cryptographic settings, Al-Riyami and Paterson, 2003, proposed the idea of 

certificateless cryptography. The new paradigm addresses the costly issues in 

traditional public key cryptography by eliminating the use of certificates and 

overcomes the private key escrow problem in identity-based cryptography by 

hiding the full private key from the trusted third party. Certificateless systems 

rely on a semi-trusted third party called the Key Generation Centre (KGC) 

which is in place to calculate a portion of the users’ private key called the 

partial private key. The user’s partial private key is derived from her publicly 

available information and is delivered to the user in a secure manner. The 

other portion of the user’s private key called the secret value is calculated and 

kept secret by the user. Certificateless systems require the users to calculate 

and publish their own public keys.  

  

Digital signatures with short signature length have always been an 

attractive area given their applications in handheld devices which are 

operating with limited computational power in a restricted communication 

bandwidth. The first short and efficient signature scheme was proposed by 

Boneh et al., 2001. Their work started a promising line of research and 

following their work, variety of short signature schemes with wide range of 

features have been proposed to the literature (Cha and Cheon, 2003; Hess, 

2003; Huang et al., 2007; Katz and Wang, 2003; Yap et al., 2006). The first 

certificateless short signature scheme was put forth by Huang et al., (2007). 

The proposed scheme was as efficient as the scheme proposed by Boneh et 

al., 2001, with similar signature size.  
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Following the work of Huang et al. (2007), number of certificateless 

short signature schemes with varying security levels were proposed (Du and 

Wen, 2009; Fan et al., 2009; Tso et al., 2011). In Tso et al., 2012, put forth a 

new certificateless scheme with short signature length and proved its security 

under a weak assumption. The authors claimed that their scheme is better 

than the existing schemes in term of security as it is the only scheme that can 

withstand against strongest adversary type, namely super adversary, in the 

security models of certificateless systems.  
 

1.1. Our Contribution 

In this paper, we analyse Tso et al.’s scheme (2012) in detail and identify a 

weakness in their sign algorithm. We then exploit that weakness and mount a 

public key replacement attack on their scheme and demonstrate how a strong 

adversary (to be defined in Section 2.3) which is a weaker adversary than the 

strongest adversary type (i.e. super adversary) that their scheme is claimed to 

be secure against can break the unforgeability of their scheme. Our attack 

proves that although their scheme is slightly costlier than the existing 

schemes in the literature (Huang et al., 2007; Du and Wen, 2009; Fan et al., 

2009; Tso et al., 2011), it does not provide any better security. Therefore, 

proposing a certificateless short signature scheme that is secure against 

stronger adversary types remains as an open problem.  

 

1.2. Organisation 

The rest of this paper is organised as follows. In Section 2, we provide some 

preliminary definitions and review the adversarial models in certificateless 

paradigm. In Section 3, we provide the structure and the security models of 

Tso et al.’s scheme. In Section 4, we show the details of our public key 

replacement attack. Finally, we conclude the paper in Section 5. 

 

2. PRELIMINARIES 

2.1.  Bilinear Pairing 

Let 𝔾1 be a cyclic group of prime order 𝑞 with 𝑔 as its generator, and 𝔾2 be 

another cyclic group of the same order (i.e. |𝔾1| = |𝔾2| = 𝑞). An admissible 

bilinear pairing 𝔾1  × 𝔾1 → 𝔾2 is given which is to satisfy the following 

properties: 

 

 Bilinearity: For 𝑔, 𝑞 ∈ 𝔾1 and 𝑎, 𝑏 ∈ ℤ𝑞, we have e(𝑔𝑎, 𝑞𝑏) =

e(𝑔, 𝑞)aband  e(𝑔𝑎, 𝑞𝑏) =  e(𝑔𝑎𝑏 , 𝑞). 
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 Non-degeneracy: There exists  𝑔, 𝑞 ∈ 𝔾1 such that e(𝑔, 𝑞)  ≠ 1. 

 

 Computability: For every 𝑔 and 𝑞 ∈ 𝔾1 , e(𝑔, 𝑞) is efficiently 

computable. 

 

The Computational Diffie-Hellman (CDH) problem: Given (𝑔, 𝑔𝑎, 𝑔𝑏), 

for 𝑔  as a random generator of 𝔾1  and the random selection of 𝑎, 𝑏 ∈ ℤ𝑞 the 

CDH problem is to compute 𝑔𝑎𝑏. 

 

The Inverse Computational Diffie-Hellman (InvCDH) problem: Given 

(𝑔, 𝑔𝑎), for 𝑔  as a random generator of 𝔾1  and the random selection of 𝑎  

∈ ℤ𝑞 the InvCDH problem is to compute 𝑔𝑎−1
. 

 

2.2. Certificateless Signature Scheme 

Typically, a certificateless signature scheme consists of seven algorithms (Du 

and Wen, 2009; Fan et al., 2009; Tso et al., 2011; Tso et al., 2012) as follows. 
 

Setup: Provided a security parameter 𝑘, admissible instances of groups 

𝔾1 and 𝔾2 will be generated, the KGC's key pair (𝑠, 𝑃𝑃𝑢𝑏) are computed 

where 𝑠 is the master secret key and 𝑃𝑃𝑢𝑏 is the corresponding public key.  

Finally, the system’s public parameters 𝑝𝑎𝑟𝑎𝑚𝑠  are published in the system. 

For the sake of brevity, we omit 𝑝𝑎𝑟𝑎𝑚𝑠 as the input of the rest of the 

algorithms/protocols. 
 

Partial-private-key-extraction: Provided the user’s identity 𝐼𝐷, the user 

partial private key 𝐷𝐼𝐷 will be computed by the KGC using its master secret 

key 𝑠.  
 

Set-secret-value: Through this algorithm, the user with identity 𝐼𝐷 computes 

her secret value 𝑥𝐼𝐷.  
 

Set-private-key: Provided the user secret value 𝑥𝐼𝐷 and partial private key 

𝐷𝐼𝐷, the user uses this algorithm to computes her private key 𝑆𝐾𝐼𝐷. 
 

Set-public-key: Provided the user secret value 𝑥𝐼𝐷 and identity 𝐼𝐷  the user 

computes her public key 𝑃𝐾𝐼𝐷. 
 

Sign: Provided a message 𝑚 ∈ {0,1}∗ to be signed, the user with identity 𝐼𝐷 

uses her private key 𝑆𝐾𝐼𝐷 to issue a signature 𝜎 which is valid for the tuple 

(𝑚, 𝐼𝐷, 𝑃𝐾𝐼𝐷). 
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Verify: Provided a message-signature pair (𝑚, 𝜎), the identity of the possible 

signer 𝐼𝐷 with public key 𝑃𝐾𝐼𝐷, this algorithm outputs a decision bit 

𝑑 ∈ {𝑣𝑎𝑙𝑖𝑑, 𝑖𝑛𝑣𝑎𝑙𝑖𝑑} on the validity or invalidity of the signature. 

 

2.3.  Adversary Types in Certificateless Signature Schemes 

Certificateless systems eliminate the use of certificates on public keys by 

providing implicit certification which takes place where the KGC computes a 

portion of the users’ private keys. Therefore, since there is no certificate to 

convey the authenticity of the users’ public keys, the security models of 

certificateless schemes always considers to types of adversaries (Al-Riyami 

and Paterson, 2003). 

 

 Type I Adversary: Type I adversary 𝐴𝐼 is similar to an ordinary 

adversary in conventional public key cryptosystems. This adversary 

has no possible knowledge on the system’s secrets (i.e. the master 

secret key). However, due to the aforementioned property of 

certificateless systems, 𝐴𝐼 is able to replace the users’ public keys 

with public keys of its choice.  

  

 Type II Adversary: Type II adversary 𝐴𝐼𝐼 is acting as a malicious 

KGC. Since the trust level of the KGC has been remarkably reduced 

to its counterpart in identity-based systems, it must be ensured that a 

malicious KGC would not be able to compromise users. Given its 

knowledge on the master secret key, 𝐴𝐼𝐼 is assumed to be able to 

compute the users’ partial private keys. However, 𝐴𝐼𝐼  is prohibited 

from replacing the public key of the target user.   
 

In a real world scenario, the adversary that is trying to attack the target user is 

able to acquire valid signatures singed by the user either by eavesdropping or 

pretending as a legitimate user. In order to simulate the similar scenario in the 

security models of signature schemes, the adversary would have access to a 

sign oracle in order to receive signatures from arbitrary users in the system. 

The fact that the adversary is able to replace the users’ public keys fairly 

complicates the situation and the dispute arises since the signatures could be 

valid under the user’s genuine or replaced public key.  
 
With the aim of clarifying the complicated situation in the security models of 

certificateless schemes, Huang et al., 2007, categorised the adversaries based 

on the capabilities as follows.   
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 Normal Type I/II adversary: Normal adversary is considered as the 

weakest type of adversary in the security models of certificateless 

schemes. This adversary is able to query the sign oracle and receive 

signatures that are valid under the original public of the user.   

 

 Strong Type I/II adversary: Strong adversary is considered as a 

more powerful adversary comparing to normal adversary. Strong 

adversary is able to receive signatures that are valid under the 

replaced public keys given it provides the corresponding secret value 

to the sign oracle.  

 

 Super Type I/II adversary: Super adversary is perceived as the 

strongest adversary type in the security models of certificateless 

systems. It has the ability to receive valid signatures under the 

replaced public keys without providing the sign oracle with the 

corresponding secret value.  
 
More precisely, the relationships between the above adversary types can be 

shown as follows. 

 

Super          Strong          Normal 

 

This implies that if a cryptosystem is secure against a super adversary, then it 

is definitely secure against strong and normal adversaries. 

 

2.4. Certificateless Signature Scheme (Tso et al., 2012) 

In this section, we recall Tso et al., 2012, scheme and review its security. In 

order to avoid confusion, we use the same notations as in the original paper.  

 

Setup: Provided a security parameter 𝑘, the KGC generates groups 𝔾1  and 

𝔾2  of prime order 𝑞 ≥ 2𝑘 , a generator 𝑔 of 𝔾1   and an admissible bilinear 

map 𝑒: 𝔾1   × 𝔾1   → 𝔾2. It also chooses two cryptographic hash functions: 

𝐻0: {0,1}∗ → 𝔾1  and 𝐻1: {0,1}∗ → 𝔾1. Then, it picks 𝑠 ∈ ℤ𝑞 at random as the 

master secret key and calculates 𝑃𝑃𝑢𝑏 = 𝑔𝑠 as the corresponding public key. 

The KGC’s public key and the system's public parameters 𝑝𝑎𝑟𝑎𝑚𝑠 will be 

made available to all system users.  

 

𝑝𝑎𝑟𝑎𝑚𝑠 = (𝑞, 𝔾1 , 𝔾2, 𝑔, 𝑃𝑃𝑢𝑏 , 𝐻0, 𝐻1) 
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Partial-private-key-extraction: Provided the identity of the user 𝐼𝐷, the 

KGC computes the user’s partial private key as 𝐷𝐼𝐷 = 𝑄𝐼𝐷
𝑠 = 𝐻0(𝐼𝐷)𝑠, and 

delivers it to the user in a secure manner. 

 

Set-secret-value: The user with identity 𝐼𝐷 picks 𝑥𝐼𝐷 ∈ ℤ𝑞 randomly as her 

secret value. 

 

Set-private-key: After the user received her partial private key and 

computed her secret value, she forms her private key as 𝑆𝐾𝐼𝐷 = (𝑥𝐼𝐷 , 𝐷𝐼𝐷).  
 
Set-public-key: After computing her private key 𝑆𝐾𝐼𝐷, the user computes her 

public key as 𝑃𝐾𝐼𝐷 = (𝑃𝐾(𝐼𝐷,1), 𝑃𝐾(𝐼𝐷,2)) = (𝐷𝐼𝐷
𝑥𝐼𝐷 , 𝑄𝐼𝐷

𝑥 ). 

 

Sign: In order to issue a signature on message 𝑚 ∈ {0,1}∗, the signer with 

identity 𝐼𝐷  computes 𝜎 = 𝐷𝐼𝐷 ∙ 𝐻1(𝑚 ∥ 𝐼𝐷 ∥ 𝑃𝐾𝐼𝐷)𝑥𝐼𝐷
−1

. 

 

Verify: Provided a message-signature pair (𝑚, 𝜎) and the signer's identity 

and public key pair (𝐼𝐷, 𝑃𝐾𝐼𝐷), the verifier checks if 𝑒(𝑃𝑃𝑢𝑏 , 𝑃𝐾(𝐼𝐷,2)) =

𝑒(𝑔, 𝑃𝐾(𝐼𝐷,2)) and  𝑒(𝜎, 𝑃𝐾(𝐼𝐷,2)) = 𝑒(𝑃𝐾(𝐼𝐷,1)𝐻1(𝑚 ∥ 𝐼𝐷 ∥ 𝑃𝐾𝐼𝐷), 𝑄𝐼𝐷)) 

hold, if so he outputs valid. Otherwise, he outputs invalid. 

 

When Al-Riyami and Paterson proposed the notion of certificateless 

signature schemes and formulated the security models of such schemes for 

the first time, they considered the adversary to have the equivalent power as 

the super adversary (Huang et al., 2007) i.e., being able to receive valid 

signatures under the replaced public keys without requiring to provide the 

corresponding secret value.  This assumption, however, is too strong and 

claimed to provide better security assurances.  

 

Before Tso et al., 2012, work, all the certificateless short signature schemes 

were only secure against the normal adversary, i.e. the adversary is not 

provided with the signatures that are valid under the replaced public keys. 

More precisely, the security of the schemes would be compromised if the 

adversary is able to receive valid signatures for the replaced public keys. Tso 

et al., 2012, proposed the first certificateless short signature scheme which is 

secure against the super adversary and related the security of the proposed 

scheme against the Type I and Type II super adversaries to the hardness of 

the Computational Diffie-Hellman (CDH) and Inverse Computational Diffie-

Hellman (InvCDH) problems, respectively.  
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Nevertheless, in order to achieve such level of security, the signature 

verification algorithm of the proposed scheme has two additional costly 

pairing evaluations comparing to the existing schemes (Huang et al., 2007; 

Du and Wen, 2009; Fan et al., 2009; Tso et al., 2011).  
 

3. PUBLIC KEY REPLACEMENT ATTACK  

As it was clearly highlighted in Section 2.3, if a certificateless 

scheme is secure against the super adversary, then it would be definitely 

secure against the strong and the normal adversaries.  The strong adversary is 

a much weaker adversary than the super adversary. Moreover, the existence 

of a strong adversary is a much weaker assumption than a super adversary. In 

Tso et al., 2012, the authors claimed that their proposed scheme is secure 

against the super adversary type. In this section, we exploit a weakness in the 

sign algorithm of their scheme and mount a public key replacement attack to 

prove that their proposed scheme is not even secure against the strong 

adversary. 

 

In order to mount the attack, a strong Type I adversary 𝐴𝐼 performs 

the following steps: 
 

 First, 𝐴𝐼 picks 𝑥𝐼𝐷
′ ∈ ℤ𝑞∗  at random and forms 

𝑃𝐾𝐼𝐷
′ = (𝑃𝐾(𝐼𝐷,1)

′ , 𝑃𝐾(𝐼𝐷,2)
′ ) = (𝑃𝑃𝑢𝑏

𝑥𝐼𝐷
′

, 𝑔𝑥𝐼𝐷
′

).  

 Next, it replaces the public key of the signer 𝑃𝐾𝐼𝐷 with 𝑃𝐾𝐼𝐷
′ , 

provides 𝑥𝐼𝐷
′   to the signer and queries for a signature on message 

𝑚 ∈ {0,1}∗. 

 Upon receiving such request, the signer outputs the signature as 

𝜎∗ = 𝐷𝐼𝐷 ∙ 𝐻1(𝑚 ∥ 𝐼𝐷 ∥ 𝑃𝐾𝐼𝐷
′ )𝑥𝐼𝐷

′−1

. 
 

Finally, the adversary 𝐴𝐼 computes 𝐻1(𝑚 ∥ 𝐼𝐷 ∥ 𝑃𝐾𝐼𝐷
′ )𝑥𝐼𝐷

′−1

and 

extracts the signer's partial private key by computing: 
 

𝐷𝐼𝐷 =
𝜎∗

𝐻1(𝑚 ∥ 𝐼𝐷 ∥ 𝑃𝐾𝐼𝐷
′ )𝑥𝐼𝐷

′−1  

 

 Consequently, by having knowledge on the signer's partial private 

key 𝐷𝐼𝐷, the adversary can generate a new public key as 𝑃𝐾𝐼𝐷
′′ =

(𝑃𝐾(𝐼𝐷,1)
′′ , 𝑃𝐾(𝐼𝐷,2)

′′ ) = (𝐷𝐼𝐷
𝑥𝐼𝐷

′

, 𝑄𝐼𝐷
𝑥𝐼𝐷

′

) and forge signatures on any 

arbitrary message on behalf of the signer at will. 
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In Step 1, it is trivial to see that the replaced public key 𝑃𝐾𝐼𝐷
′ =

(𝑃𝐾(𝐼𝐷,1)
′ , 𝑃𝐾(𝐼𝐷,2)

′ ) = (𝑃𝑃𝑢𝑏
𝑥𝐼𝐷

′

, 𝑔𝑥𝐼𝐷
′

)  can pass the public key verification 

test since 𝑒(𝑃𝑃𝑢𝑏 , 𝑃𝐾(𝐼𝐷,2)
′ ) = 𝑒(𝑔, 𝑃𝐾(𝐼𝐷,2)

′ ). 

 

In Step 2, when the adversary replaces the public key of the target 

signer (with identity 𝐼𝐷), then, based on the definition of the strong Type I 

adversary (see Section 2.3), the corresponding secret value should also be 

presented to the signer's signing oracle. Thus, the output of the oracle would 

be computed using the secret value that is provided by the adversary.  

 

While the scheme proposed by Tso et al., 2012, was shown to be 

secure against super adversary, the above public key replacement attack is 

mounted by a strong adversary which is considered to be much weaker 

adversary than the super adversary (Huang et al., 2007). Hence, as discussed 

in Section 2.3 if a scheme is not secure against the strong adversary then it 

definitely cannot be secure against the super adversary. 

 

4. CONCLUSION  

In this paper, we broke the security of Tso et al.’s scheme (2012) by 

mounting a public key replacement attack and showing that their scheme is 

not secure against the strong Type I adversary. The proposed scheme could 

be considered as the most secure efficient certificateless signature scheme in 

the literature as it provides the shortest signatures. The authors claimed that 

their scheme is secure against the strongest adversary type (i.e. super 

adversary) in the security models of certificateless signatures. However, our 

attack illustrated that their scheme could not withstand attacks against the 

strong adversary which is considered to be much weaker than the super 

adversary. Our attack emphasises that proposing certificateless short 

signature schemes that are secure against either the strong adversary or super 

adversary remains an open problem.  
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